
WE AS F5 NETWORKS ARE A BIT

DISSAPOINTED, THAT IPV5 NEVER BECAME

THE NEW STANDARD........



NOW
IT’S TIME FOR IPV6 



NOW IT’S TIME FOR IPV6! 

ACTUALLY IT IS TIME FOR LUNCH RIGHT NOW, SO I FEEL VERY HONORED, THAT YOU ARE TAKE YOUR TIME TO SNEAK INTO MY PRESENTATION TODAY ABOUT OUR

VIEW OF IPV6.

YOU ALLREADY MADE AN IMPORTANT STEP INTO THE NEW FUTURE OF IPV6. THE NEXT GENERATION OF PROTOCOL. MY PERSONAL VIEW ON IPV6 REALLY IS IT

SHOULD HAVE BEEN CALLED SOMETHING ELSE THAN IP, 

SO SOMETHING MORE LIKE CP (COMMUNICATION PROTOCOL) SINCE NOT MUCH IS THE SAME AS IT WAS IN IPV4.

IN THE PAST YEARS I DISCUSSED IPV6 AT VARIOUS OCCASIONS WITH IMPORTANT ENTERPRISE AND SERVICE PROVIDER CUSTOMERS ARROUND EUROPE IN LOWER

AND MIDMANAGEMENT LAYERS, AND I FOUND IT REARLY HAPPENING, THAT THESE LAYERS DID DECIDE TO DO THE STEP TO IPV6. I AGREE THERE ARE LOTS OF

FRIENDS AND POSITIVE INFLUENCERS IN THE LOWER LEVEL OF THE ORGANISATIONS, BUT THE INITIAL DRIVE I SEE MOSTLY COMMING EITHER FROM THE BUSINESS OR

FROM CIOS.

IPV6 PUTS A LOTS OF NEW REQUIREMENTS TO ORGANISATIONS IN TERMS OF SECURITY BUT AT THE OTHER END ALLOWS NEW WAYS TO COMMUNICATE AND

INTERACT TOGETHER. 

COMPANIES SEEING NAT AS A SECURITY FEATURE WILL LEARN IT THE HARD WAY, THAT NAT WILL REDUCE THERE AGILITY IN AND FOR THE FUTURE. 

SERVICES LIKE SKYPE/WHATSAPP ASO. ARE REQUIRING CONNECTIVITY POINTS SOMEWHERE IN THE INTERNET, JUST TO INTERCONNECT USERS HIDING BEHIND

NATED NETWORK BORDERS.

DEPENDENCYS WHICH SHOULD GO AWAY THE EARLIER THE BETTER.

IN THE UPCOMMING 45 MINUTES I WOULD LIKE TO TOUCH BASE WITH YOU AND SHARE WHAT I BELIVE ARE THE RIGHT APPROACHES TO DO IT. 



AGENDA

• IPV6 STATE OF THE UNION

• APPROACHES

• GOAL

• SUMMARY



• WHEN THE SUN RISES IN THE MORNING WE SHOULD ALLWAYS START INTO A NEW, SUCCESSFUL

DAY.

• TO GO THERE WE HAVE TO UNDERSTAND THE ARGUMENTS ABOUT THE WHY OR WHY NOT IN

ORDER TO PUT THE NECESSARY EFFORTS INTO THE RIGHT DIRECTION.

• ONLY WHEN WE UNDERSTAND THE CONCERNS WE MAY SHOW APPROACHES TO MOVE

FORWARD TO FINALY REACH THE GOAL OF A IPV6 ONLY WORLD.

• STAY HUNGRY FOR THE FINAL SUMMARY AND WRAP UP.



WHY (NOT) NOW...



WHY (NOT) NOW...
GOING THROUGH IPV6 WITH MY CUSTOMERS ALWAYS BRING LOTS OF ARGUMENTS TO THE TABLE ON WHY AN IPV6 MIGRATION IS NOT POSSIBLE AND NOT REQUIRED. IN ADDITION EVEN WE UNDERSTAND

ABOUT THE OSI MODEL, MOSTLY WE ARE AFRAID OF A MIGRATION, SINCE NO CERTAINTY EXISTS, THAT APPLICATIONS DO NOT CONTAIN ANY NETWORK OR SESSION DEPENDENCIES.

SINCE IT IS DEFINITIVELY TRUE, THAT MOST OF THE APPLICATIONS ARE INTERNAL WHERE THERE ARE ENOUGH IPS. THE VIEW ON THE DMZ OR PUBLIC FACING APPLICATIONS SHOULD BE A DIFFERENT ONE.

VERY RECENTLY I WAS TALKING TO A CUSTOMER WHO MOVED INTO NEW DATACENTERS, ABOUT THE WHY THEY DID NOT MOVE OR BUILD AN IPV6 READY DATACENTER. THEY DID JUST TALK TO THE

APPLICATION OWNERS.... 

..... AND THEY DID NOT HAVE A REQUIREMENT FOR IPV6 JET, AND SINCE IPV4 WORKS AND IS PROVEN FOR YEARS, IPV6 IS RATHER COMPLICATED WHY SHOULD HE GO FOR A CHANGE ?

ANOTHER CONCERN I OFTEN HEAR IS, IT IS IMPOSSIBLE TO REMEMBER IPV6 ADDRESSES, AND THE DEPENDENCY ON DNS IS HUGE. 

THE BIGGEST CONCERN AND THIS SOUNDS REALLY UNDERSTANDABLE IS THAT MOST OF THE COMPANIES ARE CONCERNED AND THEY ARE NOT REALLY SURE IF THERE APPLICATIONS WOULD STILL WORK WITH

IPV6.

.......NEVER TOUCH A RUNNING SYSTEM

LAST BUT NOT LEAST SECURITY IS A «CHALLENGE», PRODUCTS AND TECHNOLOGY PROVEN IN IPV4 MIGHT NOT BE AS RELIABLE AND SECURE, WHEN BUILDING THEM USING IPV6. IN ADDITION PROTOCOLS LIKE

ICMP WHICH WHERE NORMALLY BLOCKED IN IPV4 ENVIRONMENTS ARE SUDDENLY REQUIRED WHEN USING IPV6. 

AND THE DIFFERENCE OF THE PROTOCOL I.E. PROTOCOL EXTENSION HEADERS ARE CLEARLY SEEN AS A RISK. 

AND IF INFRASTRUCTURE COMPONENTS ARE NOT BUILT FOR IPV6 PERFORMANCE COULD DECREASE DRAMATICALLY.

CERTAINLY IN IPV6 MOSTLY AUTO CONFIGURATION MAY BE USED, SO ADMINISTRATORS AND SECURITY RESPONSIBLE ARE AFRAID OF LOOSING THE CONTEXT OF THE USER TO APPLICATION.

OTHERS STATE, THAT THEY WANT TO HAVE THE COEXISTENCE OF IPV4 AND IPV6 AS SHORT AS POSSIBLE. THEY WANT TO GO THERE, BUT JUST NOT NOW.

IT IS A LONG WAY TO FULL IPV6 THE CONCEPT COMES FIRST, A CLEAR STRATEGY AND A CONCEPT AND A CLEAR GOAL NEEDS TO BE SPECIFIED BEFORE THE STEPS CAN BE TAKEN.

IT HAS A LIFECYCLE SO WHAT ABOUT USING THE LIFECYCLE TO MIGRATE TO IPV6.

IF NEW APPLICATIONS ARE DEPLOYED, THEY SHOULD GET DEPLOYED USING PURE IPV6. SO PLAN, IF YOU DID NOT ALREADY, AND BUILD YOUR IPV6 WORLD IN YOUR DATACENTER. 

IF YOU ROLE OUT NEW CLIENTS OR NEW OPERATING SYSTEMS DO IT IN IPV6.

WHY NOT...... WHY NOT START TODAY.



WHY NOW



WHY NOW
IPV6 IS REALITY, AND YOU MAY NOT BLOW THE FACT INTO THE WIND, THAT YOU WILL HAVE TO DO IT! BETTER SOONER THAN LATER.

I UNDERSTAND THAT RUNNING TWO PROTOCOLS IN THE NETWORKS MIGHT NOT BE DESIRED, BUT THIS IS SOMETHING WE ALL WILL NOT BE ABLE TO WORK ARROUND IT. 

LOOKING AT IOT IT IS REASONABLY CLEAR, THAT THIS TECHNOLOGY DEPLOYMENTS WILL BE BASED ON IPV6. THIS DEVICES NEED TO BE CONTROLED OVER THE INTERNET OR THROUGH A (LPN) LOW

POWER NETWORK , SO NAT IS NOT FEASIBLE AND ONLY IPV6 WILL BE CAPABLE TO SCOPE WITH THIS LARGE NUMBER OF DEVICES.

IN ADDITION THERE IS A HUGE DRIVE TO ALLOW THE OTHER 5 BILLION OF THE WOLD POPULATION ACCESS TO THE INTERNET. (PROJECT LOOM FROM GOOGLE) TODAY ONLY 46% OF THE WORLD

POPULATION HAS ACCESS TO THE INTERNET. (INTERNETLIVESTATS.COM)

THEY ALL WILL HAVE THERE DIRECT ACCESS TO THE INTERNET, WILL REQUIRE THERE OWN IP ASO.

AS OF TODAY SERVICE PROVIDERS ARE ALLREADY FULLY IPV6 AWARE AND ARE USING CGNAT DEVICES TO TRANSLATE LEGACY IPV4 TRAFFIC TO IPV6 AND BACK. THIS INTRODUCES LATENCY AND AS

SOON AS OVER 50% OF THE TRAFFIC ON THE INTERNET ARE IPV6 

THE USE OF IPV4 IS A CLEAR DISADVANTAGE.

I AGREE TO A CERTAIN DEGREE, THE RISK OF MOVING CURRENT PLATFORMS AND APPLICATIONS TO IPV6 IS A PATH, NOBODY WOULD WANTS TO TAKE. 

DOING THIS DURING A SOFTWARE/PLATFORM LIFECYCLE HOW EVER IS A RISKFREE AND NON DISTRUPTIVE APPROACH AND WILL MAKE THE MOVE TO IPV6 SEAMLESS WITHOUT ANY ISSUES.

YOU ARE RIGHT CLIENTS AND DNS INFRASTRUCTURE WILL BE DUAL STACK FOR YEARS, AND IT IS KEY TO MANAGE IPV6 MIGRATIONS AND MANAGEMENT SEAMLESS TO THE SUBSCRIBERS, WHERE

TRANSLATION BETWEEN IPV4 AND IPV6 NETWORKS ARE NOT CAUSING A BOTTLE NECK. 

TO SUCCESSFULLY MANAGE THESE TRANSLATIONS ALONG WITH MANAGING OTHER IP SERVICES, SUCH AS: DNS, NAT, SECURITY POLICY THE RIGHT TOOLS AND EXPERTISE IS NECESSARY, AND IF CLIENTS

ARE INFRASTRUCTURE (FIREWALLS / PROXYS / SWITCHES / ROUTERS / APPS ASO) NEEDS TO STAY IPV4 CAPABLE. 

IF YOU DECIDE TO STAY IPV4 TILL YOU ARE FORCED TO MOVE, YOU ARE GOING INTO A UNCONTROLLED AND UNCERTAIN FUTURE.

TODAY IPV6 LOOKS LIKE THE ISLAND.... (BUT THIS ISLAND GROWS FAST.....)

IN THE FUTURE THE ISLAND SHOULD NOT BE YOU

LET ME GIVE YOU SOME EXAMPLES TO PROOF THIS WILL HAPPEN



NETWORK MIGRATION
NAT64

Geographic High Availability

High Speed Logging

Cost-effective and scalable

Lower CapEx / OpEx

Home 
environment

IPv4

IPv6

CPE/AG Access Node
(IPv6 only)

IPv4
Internet

RTRBRAS/BNG
GGSN/PGW
(IPv6 only)

IPv6 network
IPv6

Internet

NAT64
DNS64

GGSN
PGW



NETWORK MIGRATION
NAT64

• Here you may see an actual real world example of todays Service Provider Networks.

• As of today, they are allready IPv6 to the Access Node providing IPv6 to the Access Node

• The On Premise Environement either IPv4 or/and IPv6 will run through the CPE and will be translated to 

IPv6

• Due to the Fact, that Destination addresses will be on the IPv4 World another Translation would have to 

take place before going to the «IPv4 Internet»

• A IPv6 System will not need to be translated in the Access Node or CPE and will be transfered to the 

IPv6 Network to either directly to the IPv6 Internet or translated to IPv4.

• You may turn it back and forth going for IPv6 will reduce the number of translations.



APPLE APPSTORE 



1’675’068’324

1’745’873’632’255

Quelle: http://www.internetlivestats.com/

http://www.internetlivestats.com/
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IPV6 CLOUD
• MANY COMPANIES THESE DAYS ARE GOING FOR CLOUD NOW, OR HAVE AT LEAST A CLEAR STRATEGY OR INITIATIVE TO GO TO THE CLOUD.. 

• EITHER IAAS/PAAS OR SAAS SOLUTIONS ARE PROVIDED MORE AND MORE TO REDUCE COSTS BY SHARING RESSOURCES.

• MAYBEE MOVING APPLICATIONS TO THE CLOUD IS A GOOD STARTING POINT TO IMPLEMENT IPV6. 

• TO MAKE AN APPLICATION CLOUD READY SEVERAL STEPS AND DETAILED TESTS ARE NECESSARY TO BRING A APPLICATION TO THE CLOUD.

• IF WE WOULD BUILD THE CLOUD INFRASTRUCTURE BASED ON IPV6 AND MIGRATE THE APPLICATION TO THIS CLOUD, 2 STEPS MAY BE TAKEN AT A
TIME.

1. YOU CAN ASSURE YOUR NEWLY DEPLOYED APPLICATION IS IPV6 READY

2. YOUR EXISTING APPLICATION INFRASTRUCTURE IS NOT TOUCHED.

UNFORTUNATELY IPV6 IS NOT COMMONLY OFFERED IN CLOUDS LIKE AWS OR AZURE, BUT OTHER CLOUD OFFERINGS OR YOUR PRIVATE CLOUDS ARE
MORE FLEXIBLE ?

SO IF YOU ARE SITTING IN THIS ROOM AND ARE HAVING A CLOUD OFFERING FOR YOUR CUSTOMERS, THINK ABOUT THIS UNIQUE SELLING POINT AND IF
YOU ARE CURRENTLY PLANNING TO GO

FOR A CLOUD BASED SOLUTION PUT IPV6 AS A KEY REQUIREMENT ON THE LIST BEFORE SIGNING UP TO A CLOUD SOLUTION.

BUT HOW WILL YOU MIGRATE YOUR USERS/APPS WITHIN YOUR INFRASTRUCTURE ?



DMZ

IPv6 User

Int. IPv6 Apps

Todays IPv4 Infrastructure

START BUILDING ISLANDS



START BUILDING ISLANDS
• THINKING ABOUT MIGRATION IS LIKE THINKING OR BUILDING ISLANDS.

• TODAY THERE IS A BIG ISLAND IN THE MIDDLE HAVING ALL OF YOUR USERS AND APPLICATIONS MOST

POTENTIALLY USING IPV4 ON THE APPLICATION SIDE, BUT BEEING HIBRID ON THE CLIENT SIDE.

• MOSTLY THE DMZ WITH ALL THE INTERNET FACING APPLICATION IS MIGRATED TO IPV6 REQUIRE TO

RESOLVE DNS REQUESTS FOR A AAAA RECORD WITH AN IPV6 ADDRESS AND DNS REQUESTS FOR A

A RECORD USING THE ORIGINAL IPV4 ADDRESS,

• IF YOU HAVE A CLIENT RENEWAL PROJECT RUNNING, YOU MIGHT WANT TO BUILD THESE NEW SYSTEMS

USING A IPV6 STACK ONLY USING FEATURES LIKE AUTOCONFIGURATION ASO.

• IF YOU ARE HAVING A APPLICATION LIFECYCLE PROCESS THE MOVE TO PURE IPV6 IS KEY. THIS WILL

ENSURE, THAT THE APPLICATION IS FULLY IPV6 AWARE AND HAS NO IPV4 INTERACTION WITH OTHER

SYSTEMS YOU ARE NOT AWARE OF.

• THESE APPLICATIONS SHOULD BE CAREFULLY TESTED USING IPV6 ONLY WORKSTATIONS WITH INDIVIDAL

OPERATING SYSTEMS/BROWSERS BEFORE THEY ARE PROOFEN TO BE IPV6 CAPABLE.

• AFTER THESE ISLANDS ARE BUILT THE NECESSARY BRIDGES HAVE TO BE BUILT TO ALLOW THE

INTERCONNECTIVITY BETWEEN THE IPV4 AND IPV6 WORLD



THE BRIDGE

• DNS (DNS64)

• IPV4 / IPV6 GATEWAY



THE BRIDGE

• DNS (DNS64)

• IPV4 / IPV6 GATEWAY

Building the Bridge between IPv6 and IPv4 requires 2 important Pillars. 

DNS and Protocol Translation/Gateway Functionality.

DNS64 and DNS46 but also NAT46 and NAT64. 

Let me explain in the following Slides how this Bridge would help your IPv6 Client to connect to the 

Application



IPV6 AND IPV4 SUPPORT INCLUDED
SIMPLIFY IPV6 MIGRATIONS WITH AN IPV4 / IPV6 GATEWAY

• NO NEED TO TUNNEL

• “NO DUAL STACK CLIENTS OR SERVERS REQUIRED”

• NAT IPV4 TO IPV6 (AND VICE-VERSA)

• CLIENTS CAN BE A MIX OF IPV4 AND IPV6

• SERVERS CAN BE A MIX OF IPV4 AND IPV6

• DNS 4-6 / 6-4

www.foo.com

IPv4 IPv6

IPv4IPv6



F5 DNS Services

Datacenter

DNS 64: IPV6 AAAA TO IPV4 A
Internet 

Site

LB

64

• DDNS & Delegation

• Recursive DNS LB & 

Screening

• DNS 64

LB 64

LTM  - NAT 64
IPv6



DNS 64: IPV6 AAAA TO IPV4 A

DNS 64 and NAT 64 together provide an alternative way to deploy pure IPv6 clients while still maintaining connectivity to the mostly IPv4 internet.

The clients request pure IPv6, AAAA records.

The DNS 64 function either resolves an actual AAAA  response or it synthesizes a AAAA response containing an embedded IPv4 A record.

In the case of a synthesized AAAA response, the client connects to the NAT 64 BIG-IP which initiates an IPv4 connection to the internet site. 

The BIG-IP communicates with the internet site using IPv4 and communicates with the IPv6 clients using only IPv6.

Path MTU discovery is optional in IPv4 but mandatory in IPv6. If an IPv4 host does Path MTU discovery by setting the Don’t Fragment bit in the header, 

Path MTU discovery works even through the translator. 

The sender may receive Packet Too Big messages from both IPv4 and IPv6 routers. 

If the Don’t Fragment bit is not set in the IPv4 packet, an IPv6 translator has to ensure that the packet can safely travel through the IPv6 network. 

It does this by fragmenting the IPv4 packet if necessary, using the minimum MTU for IPv6, 1280 bytes. 

IPv6 guarantees that 1280-byte packets will be delivered without a need for further fragmentation. 

In this case, the translator always includes a fragment header to indicate that the sender allows fragmentation.

Should this packet travel through an IPv6-to-IPv4 translator, the translator knows it can fragment the packet.

For a UDP packet with a zero checksum, the translator must calculate a valid checksum for IPv6. If a translator receives the first fragment of a 

fragmented UDP packet with a zero checksum, 

it should drop the packet and generate a system message specifying the IP address and port number. Further fragments should be

silently discarded.



SHORT MIGRATION ?

SEAMLESS AND TESTED



SHORT MIGRATION ?

IS THERE A WAY TO A SHORT MIGRATION ?

PROBABLY NOT....

IF YOU HAVE YOUR ADDRESSING CONCEPT READY, AND YOUR BASE INFRASTRUCTURE IS IPV6 READY, AND YOU HAVE A CLEAR AND 

STRICT STRATEGY TO DEPLOY NEW APPLICATIONS IN PURE IPV6.

• YOUR NEW APPLICATIONS MAY BE IPV6, 

• SAVELY TESTED BEFORE USERS ARE CONNECTED TO IT

• AND BY TAKING THIS APPLICATION LIFE AND THE LEGACY APPLICATION OFFLINE YOU MADE A SUCCESSFUL STEP TO YOUR PURE IPV6 

FUTURE.

• SO THE MIGRATION SHOULD BE SEAMLESS AND TESTED...

• TESTS SHOULD INCLUDE:

• IPV4 CLIENT SHOULD ACCESS THE APPLICATION (FULLY TEST THE APPLICATION, MAKE SURE NOTHING IS CACHED ON THE CLIENT I.E. 

DNS ADDRESSES / BROWSER CACHE / NETBIOS ASO...) ENSURE AUTHENTICATION / AUTHORISATION TO THE APPLICATION WORKS AS 

EXPECTED. IN ADDITION THE TRAFFIC SHOULD PASS ROUTERS AND FIREWALLS.

• IPV6 CLIENT SHOULD ACCESS THE APPLICATION. MAKE SURE SERVER AND CLIENT ARE NOT IN THE SAME IP NETWORK WHEN TESTING, 

AND A STATEFUL FIREWALL IS IN PLACE.





There is a bumpy Road ahead of us.

The Migration will where ever it starts not be as Quick as you would wish. 

Security Concepts are currently or need to be reworked based on the Zero Trust Model. 

So Security needs to be more Context aware and Firewalls need to be configured using DNS based ACLs 

since IP Adresses are not as Static as you would see them.

Traffic Relations will no longer relay on NAT so Direct Communication between Endsystems (Users and 

Applications) should be controlled.

And yes, you could still think about waiting... 

Just imagine at the End, if you have a Lifecycle of an application or a Component ahead and you do not 

migrate.

This will shift the Window of Opportunity to Migrate it to the next migration period or would lead you to a 

potenital risk to migrate under pressure.



IPV4 TO IPV6 NETWORK MIGRATION MODEL
NETWORK MIGRATION AND APPLICATION MIGRATION

Today Introduce IPv6 Full Migration IPv4 Fades Liberate–All IPv6
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IPV4 TO IPV6 NETWORK MIGRATION MODEL
NETWORK MIGRATION AND APPLICATION MIGRATION

Today Introduce IPv6 Full Migration IPv4 Fades Liberate–All IPv6

Homogeneous 

IPv4

Connect to IPv6 

external networks

Migrate 

applications

IPv4 becomes 

the minority

Homogeneous 

IPv6

IPv4 IPv4 IPv4 IPv6IPv6

IPv4IPv4 IPv6IPv4 IPv6 IPv4 IPv6IPv4 IPv6

Currently, you are probably approaching step 2. and the next step the full Migration 

is not really moving forward.



NOT ALL PROBLEMS CAN BE SOLVED JUST…..

...BY BUYING NEW HARDWARE , BUT… 

• 8 BLOCKS WITH 4 CHARACTERS

SEPARATED WITH “:”

• IN HEX



• MANAGE THE DEPLETION OF IPV4 ADDRESSES IN

YOUR NETWORK

• MANY DEVICES AND CONTENT WILL

NOT BE IPV6 READY

• IPV4 AND IPV6 ARE NOT BACKWARDS

COMPATIBLE

• IMPLEMENT A STRATEGY WHERE BOTH IPV4 AND

IPV6 CO-EXIST UNTIL A COMPLETE MIGRATION TO

IPV6

• IPV4 ADDRESS MANAGEMENT

• IPV6 MIGRATION



• DO NOT BE AFRAID OF IPV6

• PRESSURE WILL COME

• BEEING THE ISLAND IS NO SOLUTION

• DO NOT REACT, ACT NOW

SUMMARY



QUESTIONS ?



Thanks to all our

Sponsors


