
Things to Consider When 
Deploying IPv6 in Enterprise 
Space



Who Am I
¬ Old-school network security guy with 

some background in provider operations.

¬ Involved with LIR administration in some 
enterprise LIRs


¬ IPv6 since 1999 and regularly blogging 
about it at www.insinuator.net/tag/ipv6.
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Agenda
¬ Address Strategy

¬ Routing

¬ Security Strategy
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Case Study / Main Driver:
Remote Access

¬ Questions to be clarified in advance






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How to Get Global IPv6 
Addresses for $ORG ¬ Use address space assigned from (one 

of) your provider(s)


¬ Apply for PI assignment from RIPE, 
through sponsoring LIR


¬ (Become member &) Apply for PA 
allocation from RIPE

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Once Decision Taken, 
another Question Comes Up ¬ “What can we reasonably expect on the Internet 

routing level when it comes to using this address 
space for subsidiaries/parts of our network 
outside of Europe and potentially announcing 
prefixes from local break-outs or regional hubs?”

¬ "(When) Does it make sense to apply for an IPv6 
address space allocation at/from other Regional 
Internet Registries (RIRs)? All of them or 'the 
main ones'?“

¬ "If we opt for following the path of applying for 
allocations from several RIRs, what are the 
specifics/prerequisites/pitfalls of these 
procedures at the individual RIRs?
What about initial/recurring effort & costs?"
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"Multiple Address Space"
¬ Pros







¬ Cons
 route6




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"Cohesive Address 
Space" Approach

¬ Pros
 route6



¬ Cons











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Addressing Approach ¬ For the moment go with "cohesive approach" 
and monitor situation/global (route) 
availability.

¬ Much easier handling with 
$SERVICE_PROVIDER expected.

¬ Allows to gain experience with




¬ We can always revert to use "multiple 
address space" approach.
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A very Quick Word on 
IPv6 Address Plans ¬ I’ve been involved in many address planning 

exercises myself and I had the opportunity to 
follow to what degree plans I’ve contributed 
to 12–24 months ago (some of them created 
in numerous iterations over several months) 
are actually implemented in operational 
reality


¬ The main thing is to understand what makes 
sense in your organization

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Route 
Propagation/Handling

¬ Selective announcements


¬ Null-routing/blackholing of (to-be) 
protected prefixes at network borders




¬ Reduced hop limit in specific segments
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Routing Propagation 
Strategy

¬ Implement long term strategy from 
the beginning

¬ For the moment go with selective 
annoucements, and monitor 
situation

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Start with Selective 
Announcements Strategy ¬ Pro





¬ Con

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Routing Propagation 
Strategy

¬ For the moment go with selective 
announcements (specific /48s only, 
see below).



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Security Strategy
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Security Strategy

¬ Includes






© ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelberg #16



Infrastructure Controls ¬ On network boundaries of the corp_nw
and potentially intersection points within 
corporate network


¬ IPv6-specific filtering rules to apply to 
prevent IPv6-specific threats







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Infrastructure Filtering ¬ Balance between




¬ ACL processing in itself shouldn't have too much 
performance impact on ASR 1K platforms.






¬ Logging desired/required? – For high speed 
Internet facing devices going with "drop only" 
might be preferable.
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Filtering ICMPv6
permit icmp any any unreachable

permit icmp any any packet-too-big

permit icmp any any hop-limit

permit icmp any any parameter-problem

permit icmp any any echo-request

permit icmp any any echo-reply

permit icmp any any nd-ns

permit icmp any any nd-na

deny icmp any any log-input (?)
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Infrastructure Controls

deny ipv6 any any routing 

deny ipv6 any any hbh

[deny ipv6 any any fragments]

[deny ipv6 any any undetermined-transport]

deny ipv6 any any dest-option

deny ipv6 any any mobility 
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Infrastructure Controls deny 0400::/6 any

deny 0800::/5 any

deny 1000::/4 any

deny 2d00::/8 any

deny 2e00::/7 any

deny 3000::/4 any

deny 4000::/3 any

deny 6000::/3 any

deny 8000::/3 any

deny a000::/3 any

deny c000::/3 any

deny e000::/4 any

deny f000::/5 any

deny f800::/6 any

deny fe00::/9 any
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Infrastructure Controls

deny ipv6 host ::1 any log-input

deny ipv6 fc00::/7 any

deny ipv6 fec0::/10 any 

deny ipv6 2001:db8::/32 any

deny ipv6 2001:2::/48 any
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Infrastructure Controls

deny ipv6 2001:db8::/32 any

permit ipv6 2000::/3 any 

permit ipv6 fe80::/10 any

[permit ipv6 :: any]

deny ipv6 any any 
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VPN Use Case(s) / Setup
¬ Road warrior only or incl. S2S VPNs 

(business partners)?



¬ Keep in mind that, in context of a remote 
access solution, "IP connectivity" can 
actually mean two things:




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VPN Setup
¬ Devices will be accessible over 

IPv6 but *no* IPv6 will be available 
within the tunnel.



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How Do VPN Gateways 
Get Their Default Route?

¬ Perform full static configuration incl. 
address and default gateway


¬ Configure static address but learn 
default gateway from Router 
Advertisements

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ToDo ¬ Create route6 objects for the involved /48 prefixes
 mnt-routes

¬ Announce routes via $PROVIDERS, leading to 
respective DCs/site(s) 



route6

¬ Configure border gateways




¬ Configure VPN gateways

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Business Partner 
Connections with IPv6 ¬ Inbound connection has source address 

from $ORGANIZATION's GUA prefix.




¬ Inbound connection has source address 
from $PARTNER's prefix.


¬ Inbound connection has source address 
from some other prefix.

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Evaluation of Objectives
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Summary
¬ In many organizations the advent of

IPv6 might bring some paradigm
changes.

¬ So before one “just enables IPv6 on 
something“ a number of decisions
has to be taken.


¬ It helps to have a test lab ;-)
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There’s never enough time…

THANK YOU… ...for yours!

@Enno_Insinuator
Slides & further information:
https://www.troopers.de
https://www.insinuator.net
(..soon)erey@ernw.de
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Questions?
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Thanks to All Sponsors 
of the Event



Image Credits

¬ Icons made by Freepik from 
www.flaticon.com are licensed by 
CC 3.0 BY.
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